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[bookmark: _Toc203169580]1.	Prerequisites 

[bookmark: _Toc1281545425]1.1 Required Resources

· Complete Lab S00
· Complete Lab S05.A and S05.B
· Windows device preferably
· Shouldn’t require Windows though

[bookmark: _Toc238171133]2.	Introduction 

[bookmark: _Toc1398725061]2.1. Lab Description

The Machine Learning Toolkit is an app in Splunk that utilizes machine learning techniques and methods to work with data. It can detect outliers, find anomalous behaviors, and do regressions on your data. As we are going to want to find anomalies in our Airsim data, this is a great tool for that!

[bookmark: _Toc346724636]             2.2 Initial Setup

Before we begin the lab, you need to be logged into your device, connected to the internet, and able to use a search engine. Nothing should need to be installed locally on your device, as everything will be in Splunk.

[bookmark: _Toc1388345523]3.	Tasks

[bookmark: _Toc125736094]3.1 Task 1: Machine Learning Toolkit Setup

To get the Machine Learning Toolkit, first go to the “Apps” drop down in the top left of your Splunk account. At the bottom of the dropdown menu, you want to click “Find More Apps”.
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Once you click “Find More Apps”, you should see a screen that looks like this.

[image: ]

In the top left corner, use the search bar to look for “Splunk Machine Learning Toolkit”. It should have an orange icon like the one below. Once you find it, click the button on the right to install it.
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Once the Machine Learning Toolkit (further referred to as MLTK) is installed, we will move on to setting up our index.

[bookmark: _Toc991075685]3.2 Task 2: Splunk Index Setup

An index in Splunk is how you store data, so this is where all of our Airsim information is going to go. To set up an index, click the “Settings” button in the top right. You will be looking for the section called “Data” and then you will want the third point which says “Indexes”. Once you find that, click on it to get to the indexes page.

[image: ]

To make a new index, click the big green button in the top right of the screen called “New Index”.
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On this screen, put in a name for your index that you will remember as we will be using it later. I will be referring to this name as Index_Name so that it is clear when I am talking about whatever name you provided your index with. For example, I am going to be calling my index “S05_test_index”.
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You shouldn’t need to change any of the other settings within this index, just ensure that the “App” selected is “Splunk Machine Learning Toolkit”. Once you have put in a name and made sure that the MLTK is selected, click the green “Save” button in the bottom right.
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To confirm your index was made properly, you can run a search while in the “Indexes” window in the “filter” search box. Please ensure that you can see the index you just made, as we will need it for the next step.
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[image: ]
[bookmark: _Toc1097077198]3.3 Task 3: Splunk HTTP Event Collector

Now that we have our index set up, we will need to make our HTTP Event Collector. An HTTP Event Collector is what takes the data from whatever environment and moves it into Splunk. This is what is going to be bringing the data over from Airsim and storing it into the index we just made.

To make an HTTP Event Collector, first click “Settings” in the top right and search for “HTTP Event Collector” and click it.
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You should then see a screen that looks like this. To make a new collector, click the green “New Token” button in the top right. 
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You should see a screen that looks like this now. You will want to give your collector a name, which I will refer to as Event_Collector_Name for clarity. I will be calling my HTTP Event Collector “S05_Event_Collector” Once you have given it a name, click the green “Next >” button.
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You should now be on the “Input Settings” screen, where we will be doing a few steps.
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First, on the right click the “Select” button, click “Select Source Type”, and type in “json”. You should see something pop up called “_json” which you will then select.
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You should now see “_json” selected below the “Automatic” button. Once you see this we will connect our index.
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On the same “Input Settings” page, scroll down until you see the “Select Allowed Indexes” menu on the left. This is where we will want to select the index we just made.
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In the list, find the index you just made and click on it. It should move into the right box called “Selected item(s)”. Make sure that the “Default Index” is the same index you just made.
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Once you have selected the index you just made, click the green “Review >” button to go to the next page. Your page should look similar, but the “Name” row should have Event_Collector_Name and “Allowed indexes” as well as “Default index” should have Index_Name. Ensure that “Source Type” is “_json” and “App Context” says “Splunk_ML_Toolkit”. If everything is right, then click the green “Submit >” button.
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Once you submit, you should see a screen like this. This not only tells you that the HTTP Event Collector was made successfully, but also gives us a token. This and the Index_Name are needed so that we can tell the data Python file what to do.
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[bookmark: _Toc761231019]3.4 Task 4: Airsim Final Flight Setup

Now that we have created everything, we need to go get the information so that we can bring it into the data file. To do this, go back to “Settings” and search “HTTP Event Collector” to find the collector we just made.

[image: ]
We will take our Splunk’s URL and plug it in. The file starts with a default value, so just change it to whatever your Splunk is.
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We will take the string under “Token Value” and plug that into the “splunk_token” variable.
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We will take the string under “Index” and plug that into the “index” parameter.
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Now that we have the data file set up, everything should be good to go! Boot up the CityEnviron program and we can begin flying around and gathering data.

Make sure that you have Splunk, VS Code, and Airsim open at all times. If any of these pieces are not operating properly, data will not be recorded in Airsim and stored within our index in Splunk. The purpose of this short flight is to ensure that everything is working before the proper data collection begins.

To begin flying around, go to Visual Studio Code, select the navigate file, and click the dropdown. This should open up a menu where you then click “Run Python File”. 
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If the file was able to run successfully, you should see a terminal window open up and give you some information. You should also see that the drone took off in the environment and is hovering in the air.

[image: ]
[image: ]

With the drone off the ground, go back to Visual Studio Code and move over to your data file. Since we already have our interpreter running the navigate file, we need to run this file in the terminal. To do this, click the same dropdown and this time select “Run Python File in Dedicated Terminal”. 
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You should see two terminals are now open on the right, one called “Python” which is running the navigate file, and one called “Python: drone_dat2” which is running the data file. You should also see that the “Python: drone_dat2” terminal provided some instructions, namely that you can record by pressing “k”. 
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Now that both files are up and running, press “k” while in airsim to begin recording. Go back to the “Python: drone_dat2” terminal and make sure that it is recording like below.
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If you see the terminal say “Recording started.”, you should be all good to fly around for a test flight. Simply use W to go forward, S to go backward, A to go left, D to go right, Arrow Keys to turn, Space to go up, and Shift to go down. You can enter first-person view by pressing “f” and you can also return to third-person by pressing “b”. Fly around for a few minutes so that some packets are generated and have some fun!

Once you are done recording, press “k” and ensure that the recording has stopped. To land the drone, just double-press “\” and the drone should begin to slowly glide down. I would recommend getting as close to the ground as possible before engaging the landing, as the drone lands very slowly.
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[bookmark: _Toc899713518]3.5 Task 5: Splunk Data Analysis Using Machine Learning Toolkit

Moving back to Splunk, we want to look over the data we just collected. To do this, click the “Apps” button in the top left and then click “Search & Reporting”. 
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This should move you to a screen that looks like this. To look at the index we made, simply type in “index=Index_Name”. You can edit the search parameters on the right to look at more or less time as well as add more optional arguments in the search, but we just want to look at the logs we just recorded.
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You should see a screen that looks like this now, with the number of events recorded below your search and the events themselves in a big table. You can see all of the different metrics we record on the left under the “Interesting Fields” section as well as be able to click into any given event.
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Since we’re working with Machine Learning, data volume is the name of the game. This means that to generate an accurate baseline, or an understanding of the expected behaviors, you will need to get a LOT of packets to determine normal behavior. 

In our testing, we flew around at 12 m/s at around lamppost height, or around 135 in the environment, for about 1-2 hours without hitting anything, staying directly in the center of the right lane, and turning carefully to get about 20,000 packets. Try and stick to the rules as close as possible, but don’t worry if you weren’t following perfectly as it will give us some anomalies to look at later on. If you fly too anomalously, the model may not detect anything, so keep that in mind.

Before you continue with the lab, fly around using those rules so that you have around 20,000 packets. If you get too few packets, your baseline may not be strong enough to detect outliers or anomalies. I would recommend you put some music on or have something else to keep your attention while you gather the 20,000 packets, as it may take a while. You should be able to split your screen by dragging the Airsim tab to the corner as well.

Once you have around 20,000 packets, it is time to use the MLTK to analyze the data. First, get to the MLTK by going to “Apps” in the top left and then clicking “Splunk Machine Learning Toolkit”
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Once you are in the MLTK, you can navigate across the top bar to the “Search” option and click that.
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This should bring you to a menu that looks like this where you can run searches on your data. You can search whatever you want to, but we would like to look at anomalous behaviors regarding the altitude and velocities from the data we just recorded.
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To search for altitude from our data, run the following query. Please note that you will need to change the “index” and “source” values, but everything else will remain the same.

index=Index_Name source=http:Event_Collector_Name sourcetype=_json | spath | spath path=GPS.altitude output=gps_alt | timechart span=1s avg(gps_alt) as avg_alt | anomalydetection avg_alt

[image: ]

To search for the velocity values from our data, run the following query. Again, please note that you will need to change the “index” and “source” values, but everything else will remain the same.

index=Index_Name source=http:Event_Collector_Name sourcetype=_json | spath | spath path=Velocity.vx output=vx | spath path=Velocity.vy output=vy | spath path=Velocity.vz output=vz | timechart span=1s avg(vx) as avg_vx avg(vy) as avg_vy avg(vz) as avg_vz | anomalydetection avg_vx,avg_vy,avg_vz
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To give a bit of explanation of the two queries, the idea is that we are using commands from the MLTK to look over the data within our index and pull out values the AI deems outside of the data’s expected range. We specify our index, source, and sourcetype so that the correct data is looked over. We then assign values from our data to variables for the AI to analyze. After that, we output the analysis of the given variables to see if there were any outlying one-second time values when compared with the rest of the data. In the end, we can find if there were any values of set parameters that were generally far more different than the rest, which is important for future work.

Once you run the searches, you should see something similar to the above. Since the data we gathered is going to be different from the data you gathered, you may have more or less data depending on both how good your baseline is as well as how consistent you stayed within that baseline. For us, we didn’t change the speed very much, so there is little variability there, but we did vary the altitude at times. 

[bookmark: _Toc1623796306]4.	Submission details

You may now complete questions 10-12 on the Lab S05 quiz document. Please check over all of your answers before submitting your quiz, as you should be able to verify all of your answers at this point!


[bookmark: _Toc1648524815]5.	Conclusion

Now that you can use the MLTK to take real-time data from Airsim, establish a baseline of normal behavior, and compare to find anomalies, you have accomplished all of the tasks for this lab! In future labs, we will be using this same technology to do more in-depth analysis of data.
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